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Agenda

Extend Power Automate for 
SharePoint access

Access to external Web 
services from Power Apps and 
Power Automate

Use Azure Functions to 
support Power Apps and 
Power Automate 
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Extend Power 
Automate for 
SharePoint access
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Scenario
Team members should have read-only access to 

documents
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Possible solutions
• Do it manually -> it's a bit tricky

• PowerShell -> requires appropriate rights

• Create flow and adjust permissions for members 
group -> should work :-)
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Add action for setting permissions for a SharePoint group
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No action available in Flow OOTB    

• Third party extensions: 
e.g. https://docs.microsoft.com/en-
us/connectors/plumsailsp/

• Use SharePoint REST API

Alternatives

https://docs.microsoft.com/en-us/connectors/plumsailsp/
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Understanding the basics

8

SharePoint REST/OData APIs

• https://docs.microsoft.com/en-us/sharepoint/dev/sp-add-ins/get-to-
know-the-sharepoint-rest-service

• https://docs.microsoft.com/en-us/sharepoint/dev/sp-add-
ins/complete-basic-operations-using-sharepoint-rest-endpoints

Good resources

https://docs.microsoft.com/en-us/sharepoint/dev/sp-add-ins/get-to-know-the-sharepoint-rest-service
https://docs.microsoft.com/en-us/sharepoint/dev/sp-add-ins/complete-basic-operations-using-sharepoint-rest-endpoints
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Necessary API calls

9

• Set permissions for the desired SharePoint groups
REST API (POST): _api/web//getByTitle(‚Name der 
Liste‚)/items(ID)/roleassignments/addroleassignment(principalid=<Group-

ID>,roleDefId=<Role-ID>)

Setting permissions

• Determine the ID of a certain authorization level (e.g. for read permissions)
REST API (GET): _api/web/roledefinitions/GetByName('Name of permission

level')/Id

• Determine the ID of a specific SharePoint group
REST API (GET): _api/web/sitegroups/GetByName('Name of the group')/Id

Supporting SharePoint REST API calls
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Testing the API 
calls

10

GET methods could be tested in 
the browser

And what about POST?

But it does not really look great

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Use postman to evaluate the REST API interface of SharePoint
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Postman
https://www.getpostman.com/downloads/

https://www.getpostman.com/downloads/
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To access SharePoint from Postman, Postman must first be registered in Azure 

Active Directory.

Register Postman in Azure Active Directory
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Define Authorization in Postman
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Data from Azure Active 
Directory (defined in 
Postman variables)
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Demo
Call the SharePoint API with 
Postman
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Building the flow
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Create new instant flow

Define triggers

Define and set variables

Insert REST API calls
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Examle: Get 
Role Definition 
ID for "read 
only

Send an HTTP 
request to SharePoint
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Set parameter

=> Take over from 
Postman
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Further steps

18

Parse JSON result

Set Variable with Role ID

Remove edit permissions

Set read permissions
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Overview of 
the entire 

flow
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Access to external 
Web services from 
Power Apps and 
Power Automate
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Scenario 2

• Daily updated currency data is needed in a Power App

• Access to historical data should also be possible

21



Zürich - 5th PowerApps and Flow User Group Meetup – Reiner Ganser

Evaluate external services
• Examples

• http://exchangeratesapi.io/

• Open source, no key necessary 

• https://currencyscoop.com/

• Several pricings plans -> API key necessary

22

http://exchangeratesapi.io/
https://currencyscoop.com/
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Test API with Postman

23

Postman collection -> can be
used to define a custom
connector

API Key

Query parameter in URL

Result
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Access to the external service 
via custom connector
Define in Power Apps or Power Automate 
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Create connector from blank
General information and Security
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Authentication 
via API Key



Zürich - 5th PowerApps and Flow User Group Meetup – Reiner Ganser

Create connector from blank
Define action and Request
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Create connector from blank
Import request data from Postman
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Define verb

Paste request url

Import data
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Create connector from blank
Configure query parameter

28

Define whether required (different 
access notation in Power Apps 

Set default value if
optional

Define data type
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Create connector from blank
Define response structure
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Response is now
defined

Paste data from Postman
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Create connector from blank
Test custom connector
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Enter parameters

Create a connection first

Verify response
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PowerApp erstellen

31

Create 
Canvas

App

API Key 
angeben

Add Data 
Source

Add 
controls

Define
actions
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Add logic for accessing 
services

• Declare and set variables

• Define necessary actions

32

Access to result

Connector name

Function to call

Parameters 
(required)

Results
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Sample app

33
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- Use JSON Function to get result in JSON format

Troubleshooting
Display returned JSON

34

Textbox

Transform 
collection
to JSON
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Troubleshooting
Use Monitor to evaluate results

35

Evaluate
response
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Use Azure Functions to 
support Power Apps and 
Power Automate 
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Scenario 3 
JSON format returned by a service is not 
optimal and must be converted

37
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- Azure Function App contains Code

- C#, Java, JavaScript, PowerShell, Python

- Creation in Visual Studio or Visual Studio Code

- Create Swagger API Definition

- Creating a Custom Connector in Power Apps or 

Power Automate

- Call Connector in Power Apps or Power 

Automate 

Overview

38
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Visual Studio zur 
Erstellung

• Define trigger

• Set Authorization Level

• Testing and debugging in local runtime environment

• Publish to Azure

39

See also: https://docs.microsoft.com/de-de/azure/azure-functions/functions-create-your-first-function-visual-studio

https://docs.microsoft.com/de-de/azure/azure-functions/functions-create-your-first-function-visual-studio
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Define the interface
• Create in Azure Portal

• Manual in custom connector definition

40
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Create 
Custom 
Connector

41
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Use it in Power Apps

42

Name of the 
custom connector

Function to call
Results

Input for the function



Questions?

Reiner Ganser | Ganser IT Consulting GmbH


